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Abstract 
This study develops a digital image encryption method using a 4D hyperchaotic system combined 

with a hybrid key to maximize data security. By generating a random and uniform pixel distribution, 

the method makes decryption significantly harder for unauthorized access. Evaluations are conducted 

through histogram analysis, robustness tests, NPCR, UACI, and information entropy. The findings 

reveal that the method effectively breaks pixel correlation, rendering the encrypted image 

unrecognizable. Histogram analysis confirms a uniform pixel distribution, while robustness tests show 

the system can maintain image quality despite manipulations or attacks. NPCR and UACI tests 

highlight the method’s high sensitivity to even minor changes in the original image, further enhancing 

security. Information entropy demonstrates a higher level of randomness compared to other 

encryption techniques. This 4D hyperchaotic and hybrid key-based approach holds considerable 

promise for applications requiring highly secure image transmission and storage, ensuring reliable 

data protection in sensitive environments. 
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1 Introduction 

In an era where communication technology is rapidly evolving, 66% of the world’s population 

actively uses the internet [1]. Modern life has undergone significant changes, including in the way we 

communicate. Almost all information exchanges today are conducted digitally and transmitted over 

networks, including sensitive information and personal data [2]. The security of this information is 

crucial to protect it from unauthorized access, which could potentially result in material, time, or even 

financial losses [3], [4], [5]. One form of this sensitive information is digital images, and ensuring the 

security of image data during both transmission and storage has become a hot topic of research.  

Cryptography is the science and art of securing information by transforming it into a form that 

cannot be understood by unauthorized parties. This process is known as encryption, where the original 

data (plaintext) is converted into an unintelligible form (ciphertext) using a specific algorithm and 

encryption key. Only parties with the correct decryption key can return the ciphertext to its original 

plaintext form [6]. Compared to textual data, image data has unique characteristics, such as large 

volume and interdependency between pixels. Therefore, algorithms used for text encryption, such as 

DES, IDES, AES, and RSA, are no longer relevant when applied to image encryption due to these 

unique characteristics [7]. 

Due to the limitations of these algorithms in encrypting image data, chaotic systems demonstrate 

advantages with characteristics such as sensitivity to parameters and initial conditions, 

pseudorandomness, and ergodicity [2]. In recent decades, numerous image encryption techniques 

based on chaos theory have been introduced [8], [9], [10], [11], [12], [13]. However, low-dimensional 

chaotic systems have a drawback, as they can experience degradation, resulting in weakened security 

performance due to a smaller key space. On the other hand, using high-dimensional chaotic systems 

still has weaknesses, where the encrypted images become vulnerable to known-plaintext attacks or 

selected-plaintext attacks [14].  

Given the weaknesses of chaotic systems in image encryption, the use of hyperchaotic maps can 

be a solution. Hyperchaotic maps, characterized by having more than one positive Lyapunov 

exponent, exhibit more complex and diverse dynamics, enhancing the randomness and 

unpredictability of the associated system [15]. Therefore, when used in image encryption, 
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hyperchaotic systems can create a larger key space and generate more complex random sequences. 

The application of hyperchaotic systems in the development of encryption algorithms for image data 

can significantly enhance the security level of these algorithms [16], [17], [18], [19]. 

One of the popular hyperchaotic algorithms for image encryption is the 4D Hyperchaotic system. 

The encryption algorithm based on the 4D hyperchaotic system leverages the complexity generated by 

four interacting variables, producing higher randomness compared to lower-dimensional systems. 

With a larger key space, this algorithm creates unique random sequences each time encryption is 

performed, making brute force attacks nearly impossible. Additionally, its sensitivity to initial 

conditions means that small changes in parameters can result in significantly different ciphertext, 

enhancing data security and making the algorithm more resistant to cryptanalysis attacks. 

This research focuses on the development and implementation of an image encryption technique 

using a 4D hyperchaotic system with a hybrid key. The hybrid key refers to a combination of the 

original image and the user-provided key. This approach not only aims to enhance security but also 

ensures that the encryption and decryption processes run efficiently without compromising the quality 

of the encrypted image. Thus, the proposed solution is expected to provide optimal protection for 

digital images in this rapidly advancing technological era. 

 

2 Tinjauan Literatur 

Wu, Shi, and Li (2019) [20] introduced a novel approach to image encryption that combines a 4D 

hyperchaotic system, dynamic filtering at the pixel level, and DNA-level diffusion. The hyperchaotic 

system was chosen due to its double Lyapunov exponents, which provide a large key space and high 

sensitivity to initial parameter changes, thereby enhancing encryption security. Histogram analysis 

shows that the encrypted images have a uniform distribution, eliminating exploitable patterns. With 

entropy close to the maximum, this method demonstrates a high level of randomness, while NPCR 

and UACI values close to 100% indicate strong resistance to differential attacks, as small changes in 

the original image result in significant changes in the encrypted image. Experimental results show that 

this method effectively safeguards images from various types of attacks. 

 Hui Liu et al  [21] introduced an innovative approach to encrypting remote-sensing images by 

utilizing DNA bases probability and a two-dimensional logistic map. This method applies DNA 

encoding rules and chaotic sequences for enhanced security. Remote-sensing images are encoded into 

DNA, and a DNA mask generated by the two-dimensional logistic map is used in DNA addition. To 

strengthen resistance to differential attacks, the chaotic sequences are adapted according to DNA base 

probabilities, allowing for pixel- and DNA base-level rearrangement. Histogram analysis 

demonstrates a uniform distribution in encrypted images, indicating the elimination of detectable 

patterns. The approach also exhibits high entropy, while NPCR and UACI values nearing 100% show 

robust resistance against differential attacks. Experimental results confirm the method's effectiveness 

in safeguarding images from a range of attacks. 

 Zhongyun Hua et al  [22] introduced a medical image encryption scheme that utilizes high-speed 

scrambling and pixel-adaptive diffusion. This method includes the insertion of random data around 

the image, followed by two rounds of scrambling and diffusion to enhance security. The technique 

involves bitwise XOR and modulo arithmetic operations, providing flexibility for hardware and 

software implementations. The proposed scheme demonstrates high efficiency, achieving rapid 

encryption and decryption speeds while being resistant to differential attacks. Experimental results 

indicate that the encrypted images have uniform pixel distribution and high entropy, making them 

highly secure against statistical and differential attacks. Furthermore, the scheme shows resilience to 

data loss and impulse noise, maintaining high visual quality in decrypted images even when the 

encrypted images are partially corrupted. 

 Aqeel ur Rehman et al. [23] introduced a color image encryption technique using chaotic systems 

and DNA rules combined with Exclusive-OR and the SHA-256 hash function to enhance image 

security. The hyperchaotic Chen system, Lorenz system, and piecewise linear chaotic map (PWLCM) 

were utilized to generate the random sequences required for pixel shuffling and substitution of pixel 

values based on complementary DNA rules. Experimental results show that this method is highly 

sensitive to initial key and control parameter changes, proving its high level of security. Entropy 

analysis indicates that the encrypted images approach the ideal value of 8, demonstrating a high 
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degree of randomness. Additionally, the algorithm was tested using security analysis parameters such 

as NPCR (Number of Pixels Change Rate) and UACI (Unified Average Changing Intensity). The 

results show that the method achieves an NPCR value close to 99.6%, meaning a single-pixel 

difference in the original image leads to significant changes in the encrypted image. Meanwhile, the 

average UACI value is around 33.45%, indicating a significant intensity difference between two 

encrypted images produced from small changes in the original image. These results demonstrate that 

the proposed algorithm offers strong resistance against differential and brute-force attacks. 

 

3 Research Method 

This section will provide a detailed explanation of the working mechanism of the 4D 

hyperchaotic system, including the principles underlying its generation and how it achieves the high 

level of chaos required for data encryption. Additionally, it will describe the process of generating the 

hybrid key and initial value, which play crucial roles in ensuring the security and uniqueness of each 

encryption session. The discussion will then continue with the integration of the 4D hyperchaotic 

system and hybrid key in the digital image encryption process. This involves combining the 

hyperchaotic algorithm with a complex encryption key, resulting in a system capable of producing 

highly secure image encryption with resilience against attacks and data alterations. 

3.1 4D hyperchaotic System 

The 4D hyperchaotic system has dynamic characteristics measured through Lyapunov 

exponents, which indicate the level of divergence or convergence between two closely adjacent points 

in the system's phase space. In a chaotic system, at least two Lyapunov exponent must be positive, 

signifying sensitivity to initial conditions, where small changes in initial conditions can lead to 

significant differences in the system's evolution. However, in systems categorized as hyperchaotic, 

there are positive, negative, and null Lyapunov exponents, indicating a higher level of complexity. 

This means the system has two or more directions in which divergence occurs, making the system's 

behavior more unpredictable, more random, and far more complex than that of a regular chaotic 

system [24]. 

The complexity generated by the presence of more than one positive Lyapunov exponent makes 

hyperchaotic systems more effective in encryption applications, where a high level of unpredictability 

is crucial for data security. In the research conducted by Zhiqing Dong at all (2024) [25], using a new 

algorithm based on a 4D hyperchaos system has been proposed by [24] to perform image encryption, 

and can be formulated in equation 1, which explains the complex interactions between the variables in 

the system.  

 

{
 

 
𝑥 ̇ = 𝑎 (𝑦 − 𝑥 − 𝑤) + 𝑏𝑦𝑧

�̇� = 𝑐(4𝑥 + 𝑦) − 𝑥𝑧
�̇� = 𝑑𝑥 − 𝑒𝑧 + 𝑥𝑦

�̇� = 𝑟𝑥 + 𝑓(3𝑦𝑧 + 𝑦2)

      (1) 

 

Where, 𝑎 = 80, 𝑏 = 45, 𝑐 = 22, 𝑑 = 5, 𝑒 = 21, 𝑓 = 8, and 60 ≤ 𝑟 ≤ 322. 

Based on equation 1, if 𝑟 = 60, the Lyapunov exponents are 𝐿𝐸1 = 0, 𝐿𝐸2 = 34.2420, 𝐿𝐸3 =
41.2114, and 𝐿𝐸4 = −1741.93. Thus, the system used in equation (1) satisfies the characteristics of 

a hyperchaotic system, as it has more than one positive Lyapunov exponent (𝐿𝐸2 and 𝐿𝐸3), which 

reflects divergence in two different directions in phase space. The negative exponent LE4 indicates 

contraction in one dimension. The attractor of equation (1) can be seen in Figure 1. 
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Figure 1. 4D hyperchaotic attractor at r = 60. The projections are as follows: in x−y−z, in x−y, in 

x−z, and in y−z 

In the image, the hyperchaotic attractor is visualized in three projections (x-y-z, x-y, x-z, and y-

z). Each projection shows the random and complex behavior of the system, with irregular paths and a 

spread distribution across each axis. This demonstrates the system's sensitivity to initial conditions, 

which is a key characteristic of hyperchaotic dynamics. The attractor proves that the algorithm used 

generates patterns that are difficult to predict, which is crucial for encryption applications. 

 

3.2 Hybrid Key Generation and Initial Values 

The Hybrid Key is a key generation technique that utilizes the original image as an integral part of 

the key generation process, so that any small change in the original image will result in a different 

key. This key generation process uses the SHA-512 hash algorithm, which is chosen for its ability to 

enhance the key space and key sensitivity. The use of hash operations in key generation has been 

widely employed in previous research, such as in [26], [27], [28]. Hash operations are crucial because 

of their characteristic of producing unique and random outputs from input data, meaning that even 

small changes in the original image can lead to significant changes in the key. In this Hybrid Key 

technique, the combination of the original image and the user key will be used in the hashing process 

to generate a more secure and complex encryption key. The steps to form a Hybrid Key based on the 

original image and user key in the encryption process are as follows: 

 

1. Take the image to be encrypted and convert it into a one-dimensional form. 

2. Hash the image to be encrypted (𝑘𝑒𝑦1) and the user key (𝑘𝑒𝑦2) using a hash operation, which 

will produce the hash values. 

3. The hash values generated from each key are then converted into an array of 8-bit unsigned 

integers. 

4. Next, both keys are added element-wise, and a modulo 256 operation is performed to obtain 

the hybrid key. The mathematical form can be seen in equation (2). 
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𝐻𝑦𝑏𝑟𝑖𝑑𝑘𝑒𝑦 = (𝑘𝑒𝑦1 + 𝑘𝑒𝑦2)𝑚𝑜𝑑 256                     (2) 

 

To calculate the initial values x, y, z, and w that will be used in the 4D hyperchaotic system, the 

standard deviation is employed to measure how far the data spreads from the average key value, 

providing an indication of the variation within the key. In this context, these values serve as a source 

of chaos to initialize the initial conditions of the hyperchaotic system. Subsequently, these values are 

normalized to fall within the range of [0, 1]. For more information, see Equations (3)-(6). 

 

𝑥 =
std(hybrid_key1,…,hybrid_key16)

10𝑛1
         (3) 

𝑦 =
std(hybrid_key17,…,hybrid_key32)

10𝑛2
        (4) 

𝑧 =
std(hybrid_key33,…,hybrid_key48)

10𝑛3
        (5) 

𝑤 =
std(hybrid_key49,…,hybrid_key64)

10𝑛3
        (6) 

 

Where std is the standard deviation function. hybrid_keyi is an element of the hybrid key array at 

index i, with i ranging from 1 to 64. In each iteration, the values x, y, z, and w will be updated by 

adding new terms to the total previously calculated, until the conditions x > 1, y > 1, z > 1, and w > 1 

terpenuhi. are met. The numbers 𝑛1, 𝑛2, 𝑛3, and 𝑛4 represent how many times the standard deviation 

exceeds the value of 1 for each key segment. The calculation of these values 𝑛 can be seen in equation 

(7). 

 

𝑛 = ⌊log10 (
𝑠𝑡𝑑(ℎ𝑦𝑏𝑟𝑖𝑑_𝑘𝑒𝑦𝑛_𝑚𝑖𝑛,…,ℎ𝑦𝑏𝑟𝑖𝑑_𝑘𝑒𝑦𝑛_𝑚𝑎𝑥

1
)⌋      (7) 

 

3.3 Encryption Process 

In this section, we will introduce the encryption method we propose. Our approach emphasizes a 

4D hyperchaotic system-based encryption technique that adheres to the principles of confusion by 

integrating it with a hybrid key, creating a comprehensive and effective solution for image encryption. 

We will provide a detailed explanation of the method we propose, including a step-by-step process for 

encrypting the original image into the encrypted image, as well as the main supporting components 

illustrated in the flowchart in Figure 2. 

 
Figure 2. Proposed method 
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Based on Figure 2, the steps of the encryption process using the 4D hyperchaotic system and Hybrid 

key on image data are as follows: 

 

1. The encryption stage begins by generating a chaotic sequence based on the Initial Value and 

the parameters that have been determined. The parameter values used by 4D hyperchaotic are 

𝑎 = 80, 𝑏 = 45, 𝑐 = 22, 𝑑 = 5, 𝑒 = 21, 𝑓 = 8, and 𝑟 = 60. After the function is run, it 

will form 4 sequences, namely 𝑆𝑒𝑞𝑢𝑎𝑛𝑐𝑒𝑥, 𝑆𝑒𝑞𝑢𝑎𝑛𝑐𝑒𝑦, 𝑆𝑒𝑞𝑢𝑎𝑛𝑐𝑒𝑧, and 𝑆𝑒𝑞𝑢𝑎𝑛𝑐𝑒𝑤. 

2. The image is first converted into a 1-dimensional array, where each element represents the 

pixel intensity of the image in grayscale (0-255 for 8-bit images). This array is the input to 

your multi-layer encryption process. 

3. Permutation is a process where the order of elements in an array is shuffled or rearranged. In 

the first layer, the 𝑆𝑒𝑞𝑢𝑎𝑛𝑐𝑒𝑥, generated from a chaotic system, is used. This sequence is 

normalized and scaled to match the length of the image array. It determines how the pixels in 

the array are reordered. The algorithm swaps the pixel positions based on indices defined by 

𝑆𝑒𝑞𝑢𝑎𝑛𝑐𝑒𝑥 , where each pixel in the array is moved to a new position determined by its 

corresponding value in 𝑆𝑒𝑞𝑢𝑎𝑛𝑐𝑒𝑥. After this permutation, the rearranged image array is 

referred to as 𝑒𝑛𝑐𝐿1. 

4. Substitution involves replacing pixel values with new ones based on a specific rule. In the 

second layer, the chaotic sequence 𝑆𝑒𝑞𝑢𝑎𝑛𝑐𝑒𝑦 is used to modify each pixel value in 𝑒𝑛𝑐𝐿1 

using the XOR operation. Each pixel in 𝑒𝑛𝑐𝐿1 is XOR-ed with a value derived from 

𝑆𝑒𝑞𝑢𝑎𝑛𝑐𝑒𝑦. Mathematically, each pixel in 𝑒𝑛𝑐𝐿1 is XOR-ed with a value calculated using 

the equation (8). 

 

𝑒𝑛𝑟𝑦𝑝𝑡𝑒𝑑_𝑝𝑖𝑥𝑒𝑙𝑖 = (𝑒𝑛𝑐𝐿1𝑖) ⨁ (⌊
255∗𝑦𝑖

max (𝑆𝑒𝑞𝑢𝑎𝑛𝑐𝑒𝑦)
⌋𝑚𝑜𝑑 256)    (8) 

 

Where, The variable 𝑒𝑛𝑟𝑦𝑝𝑡𝑒𝑑_𝑝𝑖𝑥𝑒𝑙𝑖 represents the encrypted pixel at position i, while  

𝑒𝑛𝑐𝐿1𝑖 is the previously encrypted pixel at position i. The value 𝑦𝑖 corresponds to the chaotic 

sequence 𝑆𝑒𝑞𝑢𝑎𝑛𝑐𝑒𝑦 at position i. The symbol ⊕ represents the XOR operation. The factor 

255 is used to scale the pixel values to fit within the range of 0-255. Finally, the modulo 256 

operation ensures that the result stays within the 8-bit range (0-255). The result of this 

substitution forms a new array called 𝑒𝑛𝑐𝐿2. 

5. The third layer applies another permutation to the array 𝑒𝑛𝑐𝐿2, this time using the sequence 

𝑆𝑒𝑞𝑢𝑎𝑛𝑐𝑒𝑤. Similar to the process in the first layer, the pixel positions in 𝑒𝑛𝑐𝐿2 are shuffled 

again based on the values in 𝑆𝑒𝑞𝑢𝑎𝑛𝑐𝑒𝑤. The result of this process is a new array called 

𝑒𝑛𝑐𝐿3. 

6. In the final layer, another substitution is performed using the chaotic sequence 𝑆𝑒𝑞𝑢𝑎𝑛𝑐𝑒𝑧. 
Similar to the second layer, an XOR operation is used to modify the pixel values in 𝑒𝑛𝑐𝐿3. 

Each pixel in 𝑒𝑛𝑐𝐿3is XOR-ed with a value derived from 𝑆𝑒𝑞𝑢𝑎𝑛𝑐𝑒𝑧 using equation (8).  

7. The result of the last layer is the final cipher. The decryption process is done in reverse of the 

encryption process used. 

 

 

4 Results and Analysis 

In this research, experiments were conducted using Python and Google Colab as the text editing 

platform. We tested the effectiveness of the proposed encryption method using several standard 

sample images commonly used in various studies. Five grayscale images were utilized in this testing: 

Lena, Pirate, Cameraman, Baboon, and Boat (on Figure 3). To evaluate the encryption results, we 

employed encryption metrics such as histogram analysis, information entropy, NPCR (Number of 

Pixels Change Rate), UACI (Unified Average Changing Intensity), and robustness test. 
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(a)    (b)    (c) 

   
(d)    (e) 

Figure 3. A sample of the standard test image was used for testing. (a) Lena (b) Cameraman (c) 

Boat (d) Baboon (e) Pirate 

 

4.1 Histogram Analyst 

The histogram of an image is a graph that displays the distribution of pixel intensities within 

that image. In the histogram, the horizontal axis (x) represents the pixel intensity values, while the 

vertical axis (y) shows the number of pixels with a specific intensity [19]. The importance of the 

histogram in image encryption lies in its ability to reveal the distribution of pixel intensities. The 

results of the encryption, decryption, and the histogram of the proposed method can be seen in Figures 

4-6. 

 
(a) 
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(b) 

 
(c) 

Figure 6. histogram original, enkripsi, dan dekripsi dari; (a) Lena, (b) Pirate, (c) Baboon 

 

Pixel intensity will be evenly distributed as a result of the encryption process and will resemble 

the original histogram after the decryption process. The proposed method appears to succeed in this 

regard, as visually, the histogram of the encrypted image is relatively uniform. 

 

4.2 Information Entropy 

Information entropy measures the level of uncertainty or randomness in data. In cryptography, 

entropy is used to assess how random the encrypted data is. The higher the entropy, the more difficult 

it is for unauthorized parties to predict the data [29]. The calculation of Information Entropy can be 

seen in equation (9), and the results of the calculations from the proposed method are presented in 

table 1. 

 

𝐻(𝑥) = −∑ 𝑃(𝑥𝑖) log2 𝑃(𝑥𝑖)
𝑛
𝑖=1         (9) 

 

Where H(x) represents the Information Entropy of random variables x, and P(x_i) is the probability of 

occurrence of a value x_i of random variable x, and n the total number of possible values of random 

variable x. 
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Tabel 1. IE results and comparison 

Image Size Method [30] Proposed 
Lena 512 x 512 7.9973 7.9992 

Pirate  512 x 512 - 7.9993 

Cameraman  512 x 512 7.9974 7.9992 

Baboon  512 x 512 - 7.9992 

Boat  512 x 512 - 7.9993 

 

4.3 Differential analysis 

NPCR (Number of Pixels Change Rate) and UACI (Unified Average Changing Intensity) are 

two metrics commonly used in image cryptography analysis, particularly to measure the effectiveness 

of image encryption schemes. These two metrics are used to assess how well an encryption algorithm 

scrambles an image, especially when there are small changes to the original image [31]. 

NPCR measures the percentage of pixel changes between two images, specifically the 

encrypted image derived from two original images that differ by only one pixel. In other words, 

NPCR calculates the extent of change that occurs in the encrypted image when one pixel of the 

original image is altered. Ideally, a high NPCR value indicates that the encryption algorithm is very 

sensitive to small changes in the original image, which is a desirable characteristic in encryption 

systems. The optimal value for NPCR is 99.6094%; however, if the NPCR value is around 99%, it 

still indicates very good performance [32]. The mathematical expression for NPCR can be seen in 

equation (10). 

 

𝑁𝑃𝐶𝑅 = [
1

𝑁×𝑀
∑ ∑ 𝛿(𝑖, 𝑗)𝑀

𝑗=1
𝑁
𝑖=1 ] × 100%, 𝛿(𝑖, 𝑗) {

0 𝑖𝑓 𝐸1(𝑖, 𝑗) = 𝐸2(𝑖, 𝑗)

1 𝑖𝑓 𝐸1(𝑖, 𝑗) ≠ 𝐸2(𝑖, 𝑗)
   (10) 

 

UACI (Unified Average Changing Intensity) measures the average intensity difference 

between two encrypted images, which are derived from two original images that differ by only one 

pixel. This helps evaluate the extent of average intensity change in the encrypted image when one bit 

of the key changes. A higher UACI value indicates a greater intensity difference between the two 

encrypted images, meaning that the encryption algorithm provides good diffusion. The optimal value 

for UACI is 33.4615%; however, similar to NPCR, if the resulting value is around 33%, it still 

indicates very good performance [32]. The mathematical expression for UACI can be seen in equation 

(11). 

 

𝑈𝐴𝐶𝐼 = [
1

𝑁×𝑀
∑ ∑

|𝐸1(𝑖,𝑗)−𝐸2(𝑖,𝑗)|

255

𝑀
𝑗=1

𝑁
𝑖=1 ] × 100%      (11) 

Tabel 2. Comparison NPCR and UACI: user key only and hybrid key  

Image 
User key Only Hybrid Key 

NPCR UACI NPCR UACI 

Lena 0.0071 % 137.628 % 99,5613 % 33,3263 % 

Pirate  381.469 % 448.787 % 99,5647 % 33,3667 % 

Cameraman  381.469 % 747.979 % 99,5788 % 33.3143 % 

Baboon  381.469 % 448.787 % 99,5670 % 33.3136 % 

Boat  381.469 % 149.595 % 99,5613 % 33.3627 % 

4.4 Robustness Test 

The Robustness Test in image encryption aims to assess how well the encryption system withstands 

attacks or modifications by unauthorized parties. This testing is essential for evaluating security and 

ensuring the system can protect data from various threats. In this study, the proposed method was 

tested by attacking the image through the deletion of a 200 × 200 pixel area, and the results are 

displayed in Figure 7. 
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(a)    (b) 

   
(c)    (d) 

Figure 7. Robustness test using 200×200 pixels attack (a) the original Image of lena; (b) the 

encrypted images; (c) attacked encrypted image; (d) decrypted attacked image. 
 

The results show that even though the image was manipulated, decryption remained possible and the 

image still appeared clear, indicating a good level of robustness in the proposed method. 

 

5 Conclusion 

The results of this research on the digital image encryption method using a 4D hyperchaotic 

system combined with a hybrid key highlight several key points. First, this method significantly 

enhances image encryption security by generating a random and uniform pixel distribution, making 

the encrypted image nearly unrecognizable to unauthorized parties. Histogram analysis confirms that 

pixel intensities are evenly distributed, indicating successful encryption without recognizable patterns. 

Second, the method shows strong resistance to attacks, as demonstrated by the robustness test, where 

portions of the encrypted image were deleted but could still be effectively decrypted, preserving the 

clarity of the original image. Third, the system’s sensitivity to small changes in the original image is 

high, as evidenced by NPCR (Number of Pixels Change Rate) and UACI (Unified Average Changing 

Intensity) values approaching ideal metrics. A high NPCR value means that small changes in the 

original image lead to significant changes in the encrypted version, ensuring algorithm sensitivity, 

while a high UACI value indicates substantial intensity changes between encrypted pixels, ensuring 

excellent diffusion. Fourth, entropy analysis shows that the encrypted images achieve high 

randomness levels, making them unpredictable and difficult to decipher without the decryption key. 

Overall, this 4D hyperchaotic system with a hybrid key provides robust security for digital images, 

combining strong encryption with resilience against attacks and efficient decryption, making it ideal 

for secure image transmission and storage in cyber-attack-prone environments.  
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