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Abstract

Information security has become an important issue in the digital era due to increased cyber threats
and data leaks. This study analyzes the influence of Organizational Culture, Risk Propensity, and
Security Readiness on Organizational Security Performance, with Top Management Support as the
moderation variable. This study uses a quantitative method with a survey approach and is analyzed
using SPSS software for regression, mediation, and moderation tests. The results show that
Organizational Culture, Risk Propensity, and Security Readiness have a significant influence on
Organizational Security Performance. Security Readiness is proven to be a mediating variable that
strengthens the relationship between Organizational Culture and Risk Propensity to organizational
security performance. In addition, Top Management Support acts as a moderator that strengthens the
relationship between independent variables and Organizational Security Performance. This research
contributes by integrating Security Readiness as a mediator and Top Management Support as a
moderator in the information security framework. These findings highlight the importance of a
holistic approach that includes organizational culture, risk behavior, security readiness, and top
management support to improve information security resilience amid the challenges of the digital age
and the result can be a recommendation for the government and private sectors.

Keywords: organizational culture, risk propensity, security readiness, organization security
performance

1 Introduction

Information security has emerged as a critical concern for organizations and individuals due
to the escalating occurrence of cybercrimes. These crimes include unauthorized access and privacy
violations within financial institutions, manufacturing sectors, educational establishments, and
governmental organizations. For instance, data breaches at banks and unauthorized access to sensitive
information on governmental websites have resulted in significant financial and reputational damage.
Consequently, the importance of robust information security mechanisms has never been more
crucial, especially as organizations face increasingly sophisticated cyber threats in the digital age. The
rapid advancements in digital technology have revolutionized market trends, offering organizations
opportunities to enhance product quality and operational efficiency. However, this evolution also
poses considerable risks to the security of organizational assets [1]. Extensive research has been
conducted to understand the multifaceted nature of information security. Notably, [2] emphasizes the
dual focus on “individual and organizational factors” as crucial elements influencing information
security. This perspective is reinforced by [3], which stresses the importance of a well-structured
information security policy that encompasses both organizational directives and individual
responsibilities.

Digital transformation not only provides growth opportunities but also challenges
organizations to adapt to emerging threats. Information security management, therefore, becomes vital
in safeguarding information confidentiality, integrity, and availability through a comprehensive
framework of security controls [3]. Furthermore, [4] emphasizes the escalating need for organizations
to fortify their defenses against increasingly sophisticated cyberattacks. Organizational culture has
been identified as a significant determinant of information security performance. A strong security
culture fosters an environment where information security becomes an intrinsic organizational value,
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leading to enhanced security performance [3]. Of the many cases related to information security, both
in the external and internal environment of the organization, it poses a very crucial threat to the
organization in supporting its business processes, so special attention is needed in handling
information security so that the organization can minimize the risks that may arise from these
information security threats. As digital threats become more sophisticated and spread, the need for
organizations to strengthen their defenses against cyberattacks has never been greater [4].

Organizational culture has been identified as a significant determinant of information security
performance. A strong security culture fosters an environment where information security becomes an
intrinsic organizational value, leading to enhanced security performance [3]. Additionally, risk
propensity, which reflects an individual’s tendency towards risk-taking or risk aversion, significantly
influences security behaviors [5][6]. Despite the critical roles of security culture and risk propensity,
there is a notable scarcity of studies exploring the combined effects of these factors on organizational
security performance, thus presenting a clear research gap. Despite extensive research on information
security management, organizations continue to face substantial threats, both internally and
externally, which jeopardize business continuity. As digital threats become more advanced and
pervasive, organizations must enhance their defensive strategies to minimize the risks associated with
these security threats [4]. Information security management aims to protect organizations from
potential losses by safeguarding information confidentiality, integrity, and availability [3].

Change management also plays an active role in the sustainability of the organization.
However, for organizations in the future, change is not only limited to adaptation because innovative
thinking is also one of the factors in organizational sustainability [5]. However, the success of
information security depends not only on technological solutions but also on organizational readiness
and human behaviors. Organizational culture significantly influences security performance by shaping
employees' security attitudes and behaviors [3]. Simultaneously, individual risk propensity affects
decision-making processes in security contexts [6][7]. Despite recognizing the importance of these
factors, previous research has inadequately explored their integrated impact on security readiness and
performance, especially within the context of digital transformation.

This study aims to investigate the influence of organizational security culture and individual
risk propensity on organizational security performance, mediated by security readiness. Additionally,
it examines the moderating role of top management support in strengthening the relationship between
security culture, risk propensity, security readiness, and security performance. This approach provides
a holistic understanding of how organizational and individual factors interact to enhance information
security performance [6]. The tendency to take risks is common to any individual's orientation
towards risk-taking or risk aversion [7]. The research [8] explains that there are still very few studies
that discuss the relationship between security culture issues and risk trends in information security, so
in this case, there is a gap in this study, so it is necessary to conduct an analysis related to the
influence of security culture issues based on organizational factors and risk trends on individual
factors in information security. Top management support is one of the success factors in information
security [9].

A critical research gap exists in the integrated analysis of security culture and risk propensity
within the context of organizational security performance. Although prior studies have highlighted the
significance of security culture [3] and risk propensity [6][7], limited research explores their
combined influence on security readiness and organizational security performance. Furthermore, the
moderating effect of top management support on these relationships remains underexplored. This gap
underscores the need for a comprehensive investigation to understand the interplay of organizational
and individual factors in enhancing information security performance. This study introduces a novel
framework that examines the combined effects of security culture and risk propensity on security
readiness and organizational security performance. It uniquely explores the moderating role of top
management support, providing a more nuanced understanding of how leadership influences
information security outcomes. Additionally, by focusing on the digital transformation context, this
research offers fresh insights into the evolving challenges and opportunities in organizational
information security management.

In the explanation above, it is concluded that the formulation of the problem in this study [10]
is whether the security culture and risk tendency influence the security performance of the
organization through security readiness. [11] how does the influence of security readiness on the
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security performance of the organization? Does the support of top management moderate the impact
of security culture and risk tendencies on security readiness? [12] does the support of top management
moderate the influence of security readiness on security performance organization?

This research makes several significant contributions to the field of information security
management by advancing both theoretical and practical understanding of the factors influencing
organizational security performance. Firstly, it provides a comprehensive framework that integrates
organizational culture, individual risk propensity, and top management support to examine their
combined impact on security readiness and organizational security performance. By doing so, this
study not only highlights the importance of security culture and risk propensity as individual drivers
but also explores how their interaction influences security outcomes, offering a more nuanced
perspective on information security performance drivers. This integrated approach addresses the
fragmented understanding present in existing literature, thereby bridging a crucial research gap and
contributing to the development of a more holistic security management model.

Additionally, this research underscores the critical importance of leadership commitment by
examining the moderating role of top management support in influencing the relationship between
security culture, risk propensity, security readiness, and organizational security performance. The
results demonstrate that top management support not only strengthens the organization's security
culture but also enhances security readiness by providing strategic direction, resource allocation, and
motivational reinforcement. This finding reinforces the view that effective information security
management is not solely dependent on technological controls but also relies on strong leadership and
organizational commitment.

The research method carried out in this study uses a quantitative method using data analysis
techniques using SEM-PLS. The limitation of the problem in this study is that data collection is only
carried out in certain organizations, such as organizations engaged in education, manufacturing, and
services. The research results are expected to provide contributions and recommendations of the latest
literature that connect organizational and individual factors in looking at the readiness and
performance of organizational security in Indonesia and how the role of top management can
influence the success of information security.

2 Literature Review
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Figure 1. Hypothesis model
Source: Researcher

Figure 1 explains the conceptual framework of the model to be studied so that it will produce
an in-depth analysis of the available hypothesis designs. The hypothesis formulation will be explained
below based on a review of previous research.

2.1 Organizational Culture Towards Organizational Security Performance

Organizational culture significantly influences an organization's security performance, as
supported by various previous studies. A strong organizational culture, characterized by leadership
support and effective communication, positively contributes to security practices and improves the

http.//sistemasi.ftik.unisi.ac.id

547



Sistemasi: Jurnal Sistem Informasi ISSN:2302-8149
Volume 14, Nomor 2, 2025: 545-560 e-ISSN:2540-9719

overall security performance of the organization [10], [11]. For example, a strong security culture can
strengthen an organization's resilience to cyber threats, such as ransomware attacks, through the
implementation of better security policies and employee behavior that aligns with organizational
goals[10], [11], [13]. Additionally, research shows that organizational culture directly influences
performance outcomes, including security behavior and compliance with information security
policies. The role of employee behavior is a key element of organizational culture and information
security. A positive organizational culture can encourage employee behavior that supports security
practices, thereby strengthening the organization's security posture. [11], [12], [14]. This is in line
with findings [15], [16], [17] that emphasize the importance of building a safety culture that can
positively influence employee actions. In this context, organizations that have a strong security culture
tend to show better compliance with security policies and risk management. Support from top
management is an important predictor factor in creating an effective security culture. Organizations
that have strong leadership support can build a better security culture, which in turn improves the
organization's security performance. [18]. This support not only influences the implementation of
security policies but also builds trust among employees to comply with existing policies and
procedures. Empirical research also shows that the relationship between organizational culture and
security performance is mediated by employee attitudes and behaviors, further underscoring the
importance of organizational culture in improving security performance. There are several reasons
why organizational culture may not always have a significant impact on security performance. For
example, inefficient training programs and a lack of awareness and compliance among certain
employees can be a hindrance. In addition, the overly flexible nature of organizational culture, such as
orientation to innovation without adequate control, can reduce the effectiveness of the implementation
of information security management principles [13].

H1: Organizational culture has a direct and significant influence on an organization's security
performance.
2.2 Risk Propensity to Organizational Security Performance

Risk propensity has become one of the factors that attract attention in research related to
organizational security performance. Risk propensity indicates the extent to which an individual or
organization is willing to take risks in a variety of situations, including in the context of information
security. Previous research has shown that risk trends can have a significant impact on pro-social
behaviors, such as pro-social rule-breaking behaviors and organizational citizenship behaviors. Both
of these behaviors, influenced by the courage to take risks, can support the implementation of more
effective information security policies and procedures. In addition, individuals with high-risk
propensity tend to have a better awareness of technological threats, which ultimately influences their
behavior to avoid such risks and improve the security posture of the organization [19]. Findings [20],
and [21] significantly suggest that risk trends can indirectly affect security performance through
increased engagement in security training and knowledge sharing among employees. Security training
and awareness-raising programs have been shown to improve overall information security
performance. [19], [21], [22]. In this context, risk tendencies motivate employees to be more actively
involved in the effort, which in turn strengthens the organization's security culture and the
effectiveness of risk management. Some findings suggest an insignificant influence of risk bias on the
security performance of organizations directly [22], [23]. This relationship is often mediated by other
factors, such as security training programs, employee awareness levels, and compliance with security
policies. In addition, managerial perceptions of security risks, which are influenced by risk tendencies,
are not always in line with the actual security conditions of the organization. This discrepancy can
create gaps in information security management, thereby reducing the effectiveness of risk tendencies
in directly improving security performance.

H2: Risk Propensity Affects Organizational Security Performance.

2.3 Security Readiness for Organizational Security Performance

Security readiness plays a crucial role in improving an organization's security performance, as
shown by various studies. Findings [24], and [25] significantly show that good security readiness
significantly improves an organization's security performance, which in turn has a positive impact on
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both financial and non-financial performance. A study conducted in Bahrain, for example, found that
cybersecurity readiness has a direct impact on improving organizational security performance,
including effectiveness in risk management and strengthening information security governance [1],
[24], [26]. These findings reinforce the argument that optimal security readiness can provide real
benefits to organizations, both in the form of information asset protection and overall increased
competitiveness. Key factors that support security readiness, such as security training, knowledge
sharing, security education, and security visibility, are also identified as critical elements in improving
information security performance. In the context of manufacturing companies in the UK, for example,
continuous training and knowledge sharing among employees have been shown to significantly
improve the security posture of the organization. Top management support also plays a crucial role,
where organizations with supportive leadership tend to have better security readiness, which then
translates into improved security performance. Some findings suggest that the influence of security
readiness on an organization's security performance is not always significant [1], [17], [27], [28]. For
example, some studies have not found a clear relationship between strategic decision-making and the
successful implementation of information security strategies. In addition, the lack of comprehensive
research on the factors that affect security readiness holistically is an obstacle to understanding its
impact thoroughly. Other factors such as stress felt by employees due to the complexity of security
requirements can also lead to non-compliance, which ultimately reduces the effectiveness of security
readiness in improving the security performance of the organization.

H3: Security Readiness Affects Organizational Security Performance.

2.4  Security Readiness as Mediation

Security readiness has an important role as a mediating variable in research related to
information security and organizational effectiveness. As a mediating variable, security readiness
bridges the influence of independent variables on dependent variables, thus providing a deeper
understanding of the relationship between the two variables[6], [29], [30]. In this context, security
readiness can mediate the relationship between factors such as strategic vigilance and organizational
effectiveness, amplifying the impact of strategic vigilance on the overall performance of the
organization [9], [31], [32]. Previous research has shown that security readiness affects employee
security behavior, where information security awareness acts as an important component in shaping
compliance with information security policies [33], [34]. This awareness, mediated by security
readiness, increases employees' willingness to comply with security policies and procedures, thereby
strengthening the security culture within the organization. In addition, supportive psychological
empowerment structures, such as safety training and education, have also been shown to mediate the
relationship between structural empowerment and employees' intentions to comply with security
policies. This emphasizes the importance of security readiness as a key factor in creating a secure
organizational environment [1], [35], [36]

2.5 Top Management Support as a Moderation

Top management support plays an important role in various organizational processes and
serves as a significant moderating factor in various contexts. In information systems, top management
support significantly influences the performance of information systems projects by moderating the
relationship between managerial control and project performance. Previous research has shown that
top management support strengthens the effectiveness of outcome control and clan control, which
directly impacts the success of the project. In addition, the role of certain executives in providing
managerial support has proven to be a key factor in the successful implementation of information
systems. In the context of managing the management accounting system in SMEs, top management
support improves the utilization of the system by improving user satisfaction and providing adequate
training. These factors contribute to a more effective and efficient decision-making process. In
addition, top management support also has a positive impact on knowledge sharing and employee
performance, by acting as a mediator that connects the two aspects. This emphasizes the importance
of the role of top management in creating a collaborative work environment and supporting the
development of employee knowledge. In the public sector, the various dimensions of top

http.//sistemasi.ftik.unisi.ac.id

549



ISSN:2302-8149
e-ISSN:2540-9719

Sistemasi: Jurnal Sistem Informasi
Volume 14, Nomor 2, 2025: 545-560

management support have been shown to have a significant positive influence on project
performance. Research shows that projects managed with the full support of top management have a
higher success rate compared to projects that receive less attention from top management. In
technology adoption, such as cloud computing, top management support serves as a mediator that
strengthens the relationship between innovation characteristics, technological context, organization,
and environment and the rate of technology adoption among SMEs. However, challenges in the
implementation of top management support often arise. One of the main obstacles is the difficulty of
obtaining full support from top management due to the many competing priorities in the organization.
Low levels of support are often caused by a lack of reliable knowledge of the specific behaviors
underlying top management support. Nonetheless, research also shows that top management
leadership styles and the types of behaviors applied contribute significantly to the success of
organizational strategies, particularly in information systems strategic projects.

H4- H6: Top Management Support Moderating Organizational Culture, Risk Propensity, and Security
Readiness for Organizational Culture.

3 Research Method

This research was conducted on organizations engaged in education, manufacturing, and services
to see how the results of the analysis related to the success of their information security. The research
method used uses a quantitative research method that uses the darmed linear regression test as a data
analysis technique using SPSS analysis tools.

3.1 Sample and Data

Data collection was carried out using a guestionnaire to examine the results of the hypothesis
model. The sample used in this study is 100 respondents with the criteria that will be explained in
Table 1.

Table 1. Characteristic respondents

Gender Age Education Position Working
Experience
Characteristic Male 20-30 Senior Operational Less than
Female 31-40 High Management 1 year
41-50 School Middle 1-5 years
More than Diploma Management 6-10 years
50 Graduate Top More
Post Management than 10
Graduate years
PhD

3.2 Measures

The measurements carried out in the study used a survey technique with a questionnaire as a data
collection tool. The measurement scale was carried out using a Likert scale with categories
(STS=Strongly Disagree), (TS= Disagree), (S= Agree), (CS= Somewhat Agree), and (SS=Strongly
Agree). The explanation of each variable in this study will be explained in Table 2. The variables in
this study consist of independent variables, namely organizational culture and risk tendencies, and
dependent variables, namely organizational security performance. Intervening and moderation
variables were also carried out in this study. The intervening variable is security readiness and the
moderation variable is top management support serves to see how security readiness is an intervening
variable and top management support is a moderation variable.

Table 2. Definitions of variables

Variable Definitions Source
Organizational The shared wvalues and beliefs in an [1][37][5][38]
Culture organization regarding information security

issues.
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Top Management

Support

Risk Propensity

Security Readiness

Organizational
Security
Performance

The commitment and support provided by
senior executives in the organization to
maintain and enhance information security
issues.
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[1], [20]

Risk-taking tendency or willingness to take  [39][6], [40]

risks, is defined as an individual's current
tendency towards taking or avoiding risks.
The organization's level of awareness,
preparedness, and commitment to preventing
and combating information security issues
The security benefits anticipated by
organizations due to readiness to combat
cyber-attacks on information security issues

[1]

[1]

After defining what variables are used in this study, the next step is to define the measurement
indicators on each variable and then make a questionnaire for each respondent. The following are the
variable indicators used in this study described in Table 3.

Table 3. Indicators of variables

Variable Indicators Source
Organizational a. Our organization emphasizes security knowledge [11[37]
Culture sharing across different organizational units.

b. Our organization emphasizes sharing information
security issues incidents.
c. Our organization emphasizes sharing information
security issues and failures.
Top a. Top management considers that information security [1],
Management issues play a strategically important role. [20]
Support b. Top management demonstrates a commitment to
information security issues by developing
policies/guidelines.
c. Top management assumes responsibility for
information security issues performance.
d. Top management gets personally involved in matters
related to information security issues within the
organization.
e. Top management sponsors information security issues
initiatives.
f.  Top management supports information security issues
improvement processes.
g. Top management articulates a vision for improving the
organization's information security issues in the future.
Risk a. Taking risks is an important part of my life [39]
Propensity b. I commonly make risky decisions
c. lam abeliever in taking chances
Security a. Our organization is aware of and committed to using [1]
Readiness advanced methods for vulnerability assessment.
b. Our organization is committed to controlling computer
ports that could be used for attacks.
c. Our organization is committed to ensuring that system
vulnerabilities are within accepted risks.
Organizational a. The number of data breaches in our organization is [1]
Security decreasing over time.
Performance b. The internal processes of our organization are

becoming more secure.
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Variable Indicators Source

c. Our organization has a reliable system with adequate
capabilities and capacities for information processing.

4 Results and Analysis

The following section presents the results of data analysis collected from 150 respondents spread
across 10 companies in East Java in the service sector and the manufacturing sector that have
implemented system security performance in their organizations. The first sub-section explains the
results of the validity test and the reality test. Second, explain the results of the multiple linear
regression analysis test between independent to dependent variables. Third, explain the results of the
mediation analysis test. Fourth, explain the results of the moderator analysis test.
4.1 Validity and Reliability

In this sub-chapter, a validity and reliability test is carried out to ensure that the research
instruments used are able to measure the variables in question consistently and accurately. Validity
measures the extent to which indicators reflect the variables they represent, while reliability evaluates
the internal consistency of each variable in the research instrument.

Table 4. Variable validity test

Variables Indicator Sig. Result
Organizational OC1 ,000 Valid
Culture 0oC2 ,000 Valid

0OC3 ,000 Valid

Risk Propensity RP1 ,000 Valid
RP2 ,000 Valid

RP3 ,000 Valid

Security Readiness SR1 ,000 Valid
SR2 ,000 Valid

SR3 ,000 Valid

Organizational OSP1 ,000 Valid
Security Performance OSP2 ,000 Valid
OSP3 ,000 Valid

Top Management TMS1 ,000 Valid
Support TMS2 ,000 Valid
TMS3 ,000 Valid

TMS4 ,000 Valid

TMS5 ,000 Valid

TMS6 ,000 Valid

TMS7 ,000 Valid

,000

Based on the results from Table 4 of the validity test on each variable in each indicator, it can
be determined that the significance value of P-Value <0.05, where all indicators in each variable can
be said to be valid and significant.

Table 5. Variable reliability test

Variable Cronbach's Alpha
Organizational Culture ,847
Risk Propensity ,809
Security Readiness ,805
Organizational Security Performance ,805
Top Management Support ,715

http.//sistemasi.ftik.unisi.ac.id

552



Sistemasi: Jurnal Sistem Informasi ISSN:2302-8149
Volume 14, Nomor 2, 2025: 545-560 e-ISSN:2540-9719

The results in Table 5 of the reliability test showed that all variables had a Cronbach's Alpha value
above 0.7, which indicates good consistency. Organizational Culture has a reliability value of 0.847,
Risk Propensity of 0.809, Security Readiness of 0.805, Organizational Security Performance of 0.805,
and Top Management Support of 0.715, all of which are in the reliable category to support further
analysis.

4.2  Multiple Linear Regression Test

This sub-chapter discusses the results of multiple linear regression analyses used to test the
influence of independent variables on dependent variables simultaneously. This analysis aims to
understand the extent to which independent variables, such as Organizational Culture, Risk
Propensity, and Security Readiness, affect Organizational Security Performance. With this approach,
research can identify the direct relationship between these variables as well as the significant
contribution of each variable to the security performance of the organization.

Table 6. Multiple linear regression test organizational security performance

Type Unstandardized Standardized Collinearity Statistics

Coefficients Coefficients t Sig.
B Std. Beta Tolerance VIF

Error

(Constant) 13,097 1,894 6,915 ,000
Organizational Culture ,192 ,065 231 2,954 004 ,699 1,431
Risk Propensity ,246 ,078 ,251 3,146 ,002 ,672 1,489
Security Readiness ,301 ,094 ,266 3,217 002 ,628 1,592

The results from Table 6 of the regression analysis show that the variables Organizational Culture,
Risk Propensity, and Security Readiness significantly affect Organizational Security Performance.
Organizational Culture has a regression coefficient value of 0.192 (B = 0.231, p = 0.004), which
shows that organizational culture has a positive and significant influence on organizational security
performance. Risk Propensity also has a positive influence with a regression coefficient value of
0.246 (B = 0.251, p = 0.002), which indicates that employee risk tendency also contributes
significantly to improving organizational security performance. In addition, Security Readiness had
the greatest positive influence with a regression coefficient of 0.301 (B = 0.266, p = 0.002), indicating
that security readiness is a very important factor in supporting organizational security performance.
All independent variables have a Tolerance value above 0.1 and a VIF below 10, indicating that there
is no multicollinearity problem in this model. This confirms that the hypothesis proposed is accepted
and each independent variable makes a significant contribution to the security performance of the
organization.

Table 7. Multiple linear regression test security readiness

Type Unstandardized Standardized Collinearity Statistics
Coefficients Coefficients t Sig.
B Std. Beta Tolerance VIF
Error
(Constant) 18.298 714 25.67 .000
Organizational Culture 243 .054 332 4.534 .000 797 1.255
Risk Propensity 331 .063 .383 5.228 .000 797 1.255
(Constant) 18.298 714 25.67 .000

The results from Table 7 of the regression analysis show that the variables of Organizational Culture
and Risk Propensity significantly affect Security Readiness. Organizational Culture has a regression
coefficient of 0.243 ( = 0.332, p = 0.000), which shows that organizational culture has a positive and
significant influence on security readiness. In addition, Risk Propensity showed a greater positive
influence with a regression coefficient of 0.331 ( = 0.383, p = 0.000), indicating that risk propensity
also contributed significantly to the improvement of security readiness. The Tolerance value of 0.797
and VIF of 1.255 for both independent variables indicates the absence of multicollinearity problems in
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this model. Thus, these results support the hypothesis that organizational culture and risk propensity
have a significant influence on security readiness.
4.3 Mediating Variable Test

This sub-chapter explains the results of the mediator variable test to determine the role of
Security Readiness as a mediating variable in the relationship between independent variables, such as
Organizational Culture and Risk Propensity, and the dependent variable, namely Organizational
Security Performance. This analysis aims to identify whether the influence of independent variables
on dependent variables is amplified through the existence of mediating variables, as well as to
understand the underlying mechanisms of the relationship between these variables.

Input: Test statistic: Std. Error: p-value:

a[243 | Sobeltest:[260900826  |[0.02803479  |[0.00908051 |
b[301 | Aroiantest:|2.56726627  |[0.02849062  |[0.01025039 |
|
|

s.[.054  |Goodman test:[2.65285487  [0.02757143  |[0.00798142

5b|.ﬂ'94 || Reset all || Calculate

Figure 1. Test the influence of organizational culture on organizational security performance
through security readiness. source: quantity

The results of the Sobel Test in Figure 2 show that the indirect influence of Organizational
Culture on Organizational Security Performance through Security Readiness is significant. The Sobel
statistical test value of 2.609 with a p-value of 0.009 (< 0.05) indicates that the influence of Security
Readiness mediation in the relationship between Organizational Culture and Organizational Security
Performance is statistically significant. This shows that Organizational Culture not only has a direct
influence on Organizational Security Performance but also provides an indirect influence that is
strengthened by Security Readiness as a mediator. Thus, the hypothesis that Security Readiness
mediates the relationship between Organizational Culture and Organizational Security Performance is
acceptable.

Input: Test statistic: Std. Error: p-value:

2331 | Sobeltest:[2.73431394  |[0.03643729  |[0.00625104 |
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Figure 2. Test the influence of risk propensity on organizational security performance through
security readiness. source: quantspy

The results of the Sobel Test shown in Figure 3 show that the indirect influence of Risk
Propensity on Organizational Security Performance through Security Readiness is significant. The
Sobel statistical test value of 2.734 with a p-value of 0.006 (< 0.05) shows that the effect of Security
Readiness mediation in the relationship between Risk Propensity and Organizational Security
Performance is statistically significant. This indicates that Risk Propensity not only has a direct
influence on Organizational Security Performance but also has an indirect influence that is
strengthened by Security Readiness as a mediator. Thus, the hypothesis that Security Readiness
mediates the relationship between Risk Propensity and Organizational Security Performance is
acceptable.

4.4. Moderating Variable Test
Table 8. Moderate variable test

Type Unstandardized Standardized Collinearity Statistics
Coefficients Coefficients t Sig.
B Std. Beta Tolerance VIF
Error
(Constant) 13.612 1.178 11.54 .000
Moderation of Top .006 .002 .265 3.341 .001 .665 1.503

Management Support
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with Organizational

Culture

Moderation of Top .008 .002 .296 3.685 .000 .650 1.538
Management Support

with Risk Propensity

Moderation of Top .009 .002 .268 4.009 .000 937 1.067
Management Support

with Security Readiness

The results of regression analysis show in Table 8 that Top Management Support plays a
significant role as a moderator in the relationship between Organizational Culture, Risk Propensity,
and Security Readiness to Organizational Security Performance. The interaction between Top
Management Support and Organizational Culture has a regression coefficient of 0.006 (B = 0.265, p =
0.001), which shows that top management support significantly strengthens the influence of
organizational culture on organizational security performance. In addition, the interaction between
Top Management Support and Risk Propensity resulted in a regression coefficient of 0.008 (B =
0.296, p = 0.000), which shows that top management support also strengthens the influence of risk
propensity on the security performance of the organization. The same is true for the interaction
between Top Management Support and Security Readiness, which has a regression coefficient of
0.009 (B = 0.268, p = 0.000), indicating that top management support strengthens the relationship
between security readiness and security performance of the organization. A high tolerance value (>
0.650) and a low VIF (< 10) indicate the absence of multicollinearity problems in the model, so the
analysis results are reliable. Thus, it can be concluded that Top Management Support not only
provides direct support but also significantly strengthens the relationship between independent
variables and organizational security performance, making it a key element in improving the
effectiveness of information security management.

45 Discussion

This study makes significant contributions to the field of information security management by
advancing both theoretical and practical understanding of how Organizational Culture, Risk
Propensity, Security Readiness, and Top Management Support influence organizational security
performance. Organizational culture plays a pivotal role in shaping employee behaviors toward
information security policies. According to Schein's Organizational Culture Theory, the shared values,
beliefs, and norms within an organization profoundly influence employees' security compliance
behaviors. This study aligns with previous research that demonstrates a positive security culture
enhances employee adherence to security policies, ultimately leading to improved organizational
security performance [3], [4]. However, unlike prior studies that examined security culture and
security readiness in isolation, this research provides new insights into the dynamic interplay between
these constructs. Specifically, it reveals that a proactive security culture not only fosters compliance
but also significantly enhances an organization’s capacity to anticipate and mitigate security threats
through improved security readiness [1]. This nuanced understanding bridges the gap identified in
previous research, which called for integrated frameworks linking cultural factors with security
preparedness [2], [4]. Therefore, this study contributes to a more comprehensive model of information
security management by demonstrating that security culture influences security performance
indirectly through security readiness, a relationship that has been underexplored in the existing
literature [3].

This study reveals that Security Readiness plays a significant role as a mediating variable in
bridging the influence of organizational culture and risk tendencies on organizational security
performance. These findings not only expand the information security literature but also provide
practical insights for organizations to integrate these elements into more effective security policies
and strategies. A holistic approach that includes organizational culture, security readiness, risk
propensity, and top management support is relevant to face the increasingly complex challenges of
information security in the digital age. In addition to organizational culture, Risk Propensity is
identified as a crucial factor influencing security behaviors. Rooted in Organizational Behaviour
Theory, risk propensity refers to an individual's tendency towards risk-seeking or risk-averse
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behaviors, which in turn shape strategic decision-making processes. This study supports the findings
of previous research, which argued that risk propensity significantly affects organizational success,
particularly in uncertain and dynamic environments [6]. In the context of information security, this
research reveals that individuals with a balanced risk propensity demonstrate greater adaptability and
innovativeness in identifying and responding to security threats. However, unlike previous studies that
viewed risk propensity as a static trait, this research introduces a novel perspective by conceptualizing
it as a dynamic and contextual variable influenced by organizational culture and leadership support
[7]. This approach challenges the traditional understanding presented in earlier studies and
demonstrates that risk propensity interacts with security culture and top management support, thereby
influencing security readiness through a continuous feedback loop. This finding presents a new
theoretical proposition by positioning risk propensity as a contextual and adaptive factor in
information security management, thereby contributing to a more flexible and situationally responsive
security framework.

Security Readiness is another key component explored in this study. Defined within the
framework of Organizational Readiness Theory, security readiness encompasses an organization's
ability to recognize security risks, foster employee awareness, and proactively implement mitigation
strategies. This research confirms that security readiness is a strategic mediator that translates
organizational culture and individual risk orientations into improved security performance. This aligns
with findings that emphasize the importance of security readiness and ineffective policy
implementation [1]. However, unlike previous studies that treated security readiness as an outcome
variable, this study demonstrates its mediating role, thereby offering a more sophisticated
understanding of its strategic function within the security management process. By establishing
security readiness as a bridge between organizational culture, risk propensity, and security
performance, this study addresses the theoretical gap noted in prior research, which called for more
comprehensive models exploring mediating effects in security behaviors frameworks [5], [8].

Top Management Support is also a critical factor examined in this study. Grounded in
Contingency Theory, top management support emphasizes the strategic importance of leadership in
influencing organizational effectiveness. Prior research demonstrated that strategic leadership
significantly impacts security policy adoption [9]. This study reinforces this perspective by
empirically validating the moderating role of top management support in amplifying the influence of
organizational culture and risk propensity on security readiness and performance. Notably, this
research diverges from traditional approaches by examining top management support as a moderator
rather than a direct determinant of security performance. This nuanced perspective reveals that top
management support enhances the effectiveness of security culture and risk propensity by providing
strategic direction, resource allocation, and motivational reinforcement. These findings challenge
earlier models that emphasized direct leadership influence [9]. By highlighting its moderating role,
this study offers a strategic perspective on leadership's contribution to building organizational security
resilience.

This research makes distinct contributions by offering a more integrated and comprehensive
framework for understanding information security performance drivers. Unlike previous studies that
analyzed organizational culture, risk propensity, and top management support independently, this
research integrates these factors to provide a holistic perspective on security performance. This
approach not only bridges theoretical gaps but also advances the academic discourse by introducing
and empirically validating novel mediating and moderating relationships, particularly the role of
security readiness as a mediator and top management support as a moderator [1], [9]. Furthermore,
this study challenges static models of risk propensity by conceptualizing it as a contextual and
dynamic variable influenced by cultural and leadership factors. This innovative approach contributes
to a more adaptive and responsive security behaviors framework.

The findings of this study also have significant practical implications. By demonstrating the
importance of balancing technological solutions with human behavioral factors, this research provides
actionable insights for organizational leaders and policymakers to enhance security readiness and
performance. Specifically, it underscores the necessity of fostering a security-conscious culture,
understanding employees' risk orientations, and leveraging strategic leadership support. This balanced
approach offers a more sustainable security management strategy, particularly in the context of digital
transformation, where human factors are critical to addressing emerging security challenges [1].
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5 Conclusion

This study makes significant theoretical and practical contributions to the field of information
security management by offering a comprehensive model that integrates Security Readiness as a
mediator and Top Management Support as a moderator. This approach provides a novel perspective
on how the dynamic interplay between Organizational Culture, Risk Propensity, and Strategic
Leadership Support influences organizational security performance. The findings underscore the
importance of cultivating a proactive security culture, understanding individual risk orientations, and
leveraging top management support to enhance security readiness and overall security performance.
By empirically validating the mediating role of security readiness and the moderating effect of top
management support, this study advances the current understanding of information security behavior,
providing a more nuanced and holistic analytical framework for assessing security performance
drivers.

One of the key contributions of this research lies in bridging the gap in the existing literature by
simultaneously examining mediation and moderation mechanisms within a unified model. Unlike
prior studies that explored these constructs in isolation, this study presents an integrated framework
that elucidates the complex interdependencies between organizational and individual factors
influencing security performance. This innovative approach not only enhances theoretical
understanding but also offers strategic insights for practitioners to develop adaptive and sustainable
information security policies. Specifically, the findings suggest that organizations can significantly
improve their security posture by fostering a security-conscious culture, strategically managing
individual risk tendencies, and ensuring active top management support. This balanced approach
aligns with the evolving challenges of the digital era, where human behavioral factors play a critical
role in managing information security risks.

Despite its valuable contributions, this study has several limitations that must be acknowledged.
First, the research data was collected from specific sectors, limiting the generalizability of the findings
across different industries and geographic locations. Future research should extend the scope to
diverse organizational contexts and cultural settings to enhance external validity. Second, the study
employed a quantitative approach using SEM-PLS to analyze the relationships between variables.
Although effective in testing hypothesized relationships, this approach lacks qualitative insights into
the underlying motivations and behavioral dynamics influencing security practices. To address this
limitation, future studies could adopt qualitative methods, such as case studies, interviews, or focus
groups, to explore the psychological and cultural nuances of information security behavior.
Additionally, employing a longitudinal research design could provide a more dynamic understanding
of how organizational culture, risk propensity, and top management support evolve and influence
security readiness and performance.

The novelty of this study lies in its integrated examination of security readiness as a strategic
mediator and top management support as a strategic moderator, highlighting their synergistic effects
on information security performance. This research contributes to the theoretical advancement of
information security management by demonstrating that security readiness not only directly enhances
security performance but also mediates the influence of organizational culture and risk propensity.
Furthermore, it shows that top management support strengthens the impact of security culture and risk
propensity on security readiness, underscoring the strategic role of leadership commitment in
fostering a robust security culture. These findings offer a new lens through which to view the
interactions between organizational, individual, and strategic factors, thereby providing a more
comprehensive understanding of the mechanisms driving information security effectiveness.

In conclusion, this study not only contributes to the academic literature by addressing theoretical
gaps but also offers practical recommendations for organizations aiming to improve their security
performance. By integrating organizational culture, risk propensity, security readiness, and top
management support into a unified model, this research provides strategic insights for developing
adaptive, sustainable, and holistic information security policies. The findings emphasize the need for a
balanced approach that combines technological solutions with human behavioral factors, thereby
enhancing organizational resilience against increasingly sophisticated digital threats. As digital
transformation continues to reshape the security landscape, this study serves as a strategic guide for
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practitioners, policymakers, and academics to navigate the complexities of information security
management effectively. Future research should build on these insights by exploring cross-cultural
contexts, longitudinal effects, and qualitative dimensions to provide a richer, more dynamic
understanding of information security behavior.
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